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Abstract— In this age of universal electronics connectivity, of
viruses and hackers, of electronic eavesdropping and
electronic fraud, there is indeed no time at which security does
not matter. The explosive growth in computer systems and
their interconnections via network has increased the
dependence of both organizations and individuals on the
information stored and communicated using these systems.
This, in turn, has led to a heightened awareness of the need to
protect data and resources from disclosure, to guarantee the
authenticity of data and messages, and to protect systems from
network-based attacks. The disciplines of cryptography and
network security have matured, leading to the development of
practical, readily available applications to enforce network
security. In this paper we have proposed a cipher which uses
basic encryption techniques of substitution and transposition
along with application of logic gates, in order to encrypt the
data. The algorithm makes cryptanalysis even more difficult
because of the use of “Random Number Generator” function
which further decides order of encryption rounds and keys to
be used to encrypt the plain text. This eliminates the overhead
of defining a fixed key by the user and makes algorithm secure
also. It also facilitates to transfer the key to the receiver while
being added with the plain text at random locations (like
added at end or beginning).

Keywords— Cipher, Cipher text, Decryption, Encryption,
Information Security, Key, Plaintext, Random number,
Substitution, Transposition, Logical NOT operation, modulus
function.

I. INTRODUCTION

The requirement of information security within an
organization have undergone two major changes in the last
several decades. Before the widespread use of data
processing equipment, the security of information felt to be
valuable to an organization was provided primarily by
physical and administrative means. An example of the
former is the use of rugged filing cabinets with a
combination lock for storing sensitive documents. An
example of letter is personnel screening procedures used
during the hiring process.

With the introduction of the computer, the need for
automated tools for protecting files and other information
stored on the computer became evident. This especially the
case for a shared system, such as a time-sharing system, and
the need is even more acute for systems that can be
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accessed over a public telephone network , or the Internet.
The generic name for the collection of tools designed to
protect data and to thwart hackers is computer security.

The second major change that affected security is the
information of distributed systems and the use of networks
and communications facilities for carrying data between
terminal user and computer and between computer and
computer. Network security measures are needed to protect
data during their transmission. In fact, the term network
security is somewhat misleading, because virtually all
business, government, and academic organizations
interconnected their data processing equipment with a
collection of interconnected networks. Such a collection is
often referred to as an internet, and the term internet
security is used.

There are no clear boundaries between these two forms
of security. For example, one of the most publized types of
attack on information systems is the computer virus. A
virus may be introduced into a system physically when it
arrives on a diskette or optical disk and is subsequently
loaded onto a computer. Viruses may also arrive over an
internet. In either case, once the viruses is resident on a
computer system, internal computer security tools are
needed to detect and recover from the virus.

Il. SHORTCOMINGS OF PREVIOUS ALGORITHM

e The previous algorithm makes use of a fixed key
initially. This fixed key is defined by the user itself
which can become overhead for the user.

e The algorithm generates five keys for the five
different rounds, which are the first to fifth multiple
of the initial key. Therefore if the initial key is known
by attacker, all the other five keys can be known.

e Since the orders in which rounds are applied in
algorithm are always fixed, hence decryption
becomes easy.

e The algorithm can only encrypt and decrypt Capital
letters which can easily intruded.

e The previous algorithm uses user defined fixed letters
range (for e.g. A=1, B=2 ....Z=26.)

e The time complexity of the previous algorithm was
affected by this user defined letter range.
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I1l. OUR CONTRIBUTION

An The algorithm proposed by us uses the keys for
encryption, which are generated from the message itself and
are not required to be defined by the user whereas in the
previous algorithm the initial key was supposed to be
defined by the user explicitly. Once the encryption is done,
the key is to be transferred to the receiver’s end so that it
could be used for decryption. Therefore it is transferred to
the receiver’s end while being added with the message in
the encrypted form. Another role is played by random
number generator to enhance security. The algorithm uses
the substitution and rail-fence technique but the random
number decides that which one of the two encryption
techniques has to be applied first. The length of the original
message decides the key to be used for substitution
encryption. After this when both the algorithms have been
applied, we apply NOT gate to each character. If the length
of message is even, the key will be added at the end and the
notation used for random number will be placed at the
beginning of message in a byte else the notation will be
stored at the end and key at the beginning. The notation for
random number will be zero if it is even and one if it is odd.
The key will also be stored in a byte using the five LSB of
the word. The final message will be transmitted over the
network.

The decryption algorithm on the other end will separate
the key and notation used for random number from the
cipher text by counting its length. Once they are separated,
the cipher text will undergo NOT operation and decryption
rounds will be applied subsequently, on the basis of random
number notation. If random number notation is zero, rail-
fence will be applied first and then substitution, else vice-
versa.

IV.ENCRYPTION ALGORITHM

Step 1: Generate a Random Number R.

Step 2: If Ris Even, go to Step 3.

Else: go to Step 9.

Step 3: Count the length of String

Step 4: if length is even, go to Step 5.

Else go to Step 6.

Step 5: Calculate key (K) for substitution by looking for
Letter at Position n/2, Calculate a ASCIlI value By
considering NUL(null)=0, SOH(start of
header)=2.....DEL(delete)=127 and go to Step 7.

Step 6: calculate Key (K) for substitution by looking for
Letter at Position (n+1)/2, Calculate a ASCII value by
considering NUL(null)=0, SOH(start of
header)=2.....DEL(delete)=127.

Step 7: Apply Substitution using formula C=(p+k) mod 254;
where c is cipher text , p is plain text and key K.

Step 8: Apply transposition, i.e. Rail Fence Technique on
result of Step 7 and go to Step 15.

Step 9: Apply rail-fence transposition to the Plain Text.
Step 10: Count the length of string.

Step 11: if length is even, go to Step 12.

Else go to Step 13.

Step 12: Calculate key (K) for substitution by looking for
Letter at Position n/2, Calculate ASCIlI value by
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considering NUL(null)=0, SOH(start of
header)=2 .....DEL(delete)=127 and go to Step 14.

Step 13: calculate Key (K) for substitution by looking for
Letter at Position (n+1)/2, Calculate a ASCII value by
considering NUL(null)=0, SOH(start of
header)=2 .....DEL(delete)=127.

Step 14: Apply Substitution to the result of Step 9 using
formula C=(p+k) mod 254; where c is cipher text , p is
plain text and key K.

Step 15: On the transposed result, apply Logical gate NOT.
STOP

Final Cipher text will be the output of previous Step.

V. ENCRYPTION AND DECRYPTION RESULT

Example: Consider the plaintext message “$Network 123",

The Encryption and Decryption results produced by the

Algorithm are as follows

e A Random key is generated by random function.Let,
key generated be 8. Since the key is even, substitution
technique will be applied first or else transposition
technique would have been applied first.

¢ Now the length of original string “$Network 123" is
counted, which is 12.

Since 12 is an even number, the Key is generated using
(n/2) i.e. 12/2=6 or else the key generated should be
(n+1)/2.

Now the key i.e. letter at position 6 is ‘0’, and key
chosen will be word’s corresponding ASCII decimal value
i.e. k=111 (consider NUL (null) =0, SOH (start of header)
=2 .....DEL (delete) =127).

Table I. Encryption

Original text Paosition in English C=(ptkymod 254 Corresponding
English Alphabet of C
§ 36 (36+111)mod234=147 ]
N 8 (78+111)mod254=189 T
€ 101 (101+111)mod234=212 E
t 116 (116+111)mod234=227 T
W 119 (119+111)mod234=230 u
0 58 (111+111)mod234=122 |
4 114 (114+111)mod234=123 B
k 107 (107+111)mod254=218 r
[Space] 32 (32+111)mod254=143 A
1 49 (49+111)mod234=160 i
2 0 (30+111)mod234=161 i
3 1 (31+111)mod254=162 ]
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After round 1 of encryption, we get -

ol Enp B FAais.

o>

1

Cipher Text= & EnBAil 7 | 46

— T — I—br—bﬁ—bO

Fig.1 Apply transposition i.e. Rail Fence.

In final Round of Encryption, apply Logical Gate ‘NOT’.

Table Il. Encryption

Original ASCI Binary NOT Decimal ASCII Equivalent
Text Value Equivalent Equivalent In Character

8 147 10010011 01101100 108 1

E 212 11010100 00101011 43 +

i 230 11100110 00011001 25 !

B 225 11100001 00011110 30 A

I 143 10001111 01110000 12 P

i 161 10100001 01011110 54

T 189 10111101 01000010 66 B

1 m 11100011 00011100 28 L

| m 11011110 00100001 33

r 218 11011010 00100101 37 %

i 160 10100000 01011111 %5 _

6 162 10100010 01011101 93 |

Final cipher text |l‘+|1|A|p "B‘_|! % _|]‘

Table I11. Decryption

ASCIT ASCIT's Binary NOT Decimal ASCIT
1 T 108 01101100 10010011 147 T8
+ 3 00101011 11010100 212 E
1 s 00011001 11100110 230 m
a 30 00011110 11100001 225 B
> 112 01110000 10001111 143 X
92 01011110 10100001 161 i
B 66 01000010 10111101 189 El
C 28 00011100 11100011 227 T
i 33 00100001 11011110 222 1
% 37 00100101 11011010 218 r
_ 35 01011111 10100000 160 a
T 3 01011101 10100010 162 5

Text Obtained — 6 EuBAil! n | 46
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Fig.2 Apply reverse transposition as

Text Obtained: - 84 knp |8 rAsio
Key used in Encryption, k=111

Table IV:-Decryption

Decimal P=|c-k| mod 254 Corresponding
Equivalent Alphabet in English
8 147 [ 147-111 [ mod254=36 $
T 189 [ 189-111 [mod254=T8 N
E 212 [212-111 [mod254=101 e
n 227 [227-111 [ mod254=116 t
u 230 [230-111 [mod254=119 W
I 222 [222-111 [mod254=111 0
B 225 [225-111 [mod254=114 r
r 218 [218-111 [ mod254=107 k
A 143 [ 143-111 [mod254=32 [Space]
a 160 [ 160-111 [ mod254=49 1
i 161 [ 161-111 [ mod254=50 2
3 162 [ 162-111 [ mod254=51 3

VI. ADVANTAGES OF ALGORITHM
Less time complexity.
Easy to understand and implement program.
Uses basic and easy encryption schemes.
Efficient key generation technique.
ASCII value is used during encryption.
High security because of the use of random number
generator.

VII.CONCLUSION

The main aim of encryption is to convert the text into
such a form that its crypt analysis becomes tedious and
confusing. The algorithm provides good encryption and is
automated. The keys used are very random and cannot be
identified. And all this is achieved with simple and
compact code which does not lead to large processing
delay and time complexity. This leads to the high security
in which data cannot be easily interpreted in the transfer
of the message. In future the algorithm can also be
applied to the Digital Image Processing and can be used
to distort an image file and on the other hand the original
picture can be retained.
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